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AbstractIn this paper we present a veri�able voting protocol which removes the pos-sibility of massive coercion or vote buying. In contrast with other previousproposals, in our protocol the mobility of voters is not restricted in any way,keeping the voting scheme as a real network application. This is achievedthrough the use of tamper-resistant smartcards and the involvement of aTrusted Third Party. KeywordsElectronic voting schemes, uncoercibility, smartcards1 INTRODUCTIONThe single problem of building secure electronic voting schemes is of greatcomplexity. Many topics are involved in order to guarantee the desired levelof security. (Cranor et al. 1996) lists four essential core properties that aredesirable in almost any election system:� Accuracy: A system is accurate if (1) it is not possible for a vote to bealtered, (2) it is not possible for a validated vote to be eliminated from the�nal tally, and (3) it is not possible for an invalid vote to be counted in the�nal tally.� Democracy: A system is democratic if (1) it permits only eligible voters tovote, and (2) it ensures that each eligible voter can vote only once.� Privacy: A system is private if (1) neither election authorities nor anyoneelse can link any ballot to the voter who cast it, and (2) no voter can provethat she voted in a particular way.� Veri�ability: A system is veri�able if voters can independently verify thattheir votes have been counted correctly.



2 An uncoercible veri�able electronic voting protocolRecalling the second privacy factor, note that it does not only allow thesecret of the votes. In fact, votes are also required to stay secret. Such propertywas �rstly introduced in (Benaloh et al. 1994) and named uncoercibility. Voterscan be coerced basically in two ways. Either votes may be bought or votersmay be intimidated in order to cast a particular vote. Both processes requirethe voter to prove the coercer in which way she voted. This is straightforwardin almost all electronic voting schemes due to the receipts given at voting timeby the collecting centre to voters in order to ensure the veri�ability of the tally(fourth core property). A voter uses her receipt to prove forgeries on the tallyif her vote has not been properly counted. However, the same receipt can alsobe used by a coercer or vote buyer to obtain proof of the vote cast. Therefore,in some way, uncoercibility and veri�ability are opposite properties.Receipt-free systems are uncoercible. Obviously, if the voter does not ob-tain any proof of the vote cast, there is no possibility for a third party tocoerce the voter with certainty of success. Receipt-freeness of electronic vot-ing schemes has been studied in (Benaloh et al. 1994), (Niemi et al. 1994),and (Sako et al. 1995). The solution o�ered in (Benaloh et al. 1994) is basedon the existence of a physically protected voting booth. While the voter is inthe voting booth, she is physically separated from outsiders and she cannotwrite to any channels, public or private. The protocol outlined in (Niemi etal. 1994) also requires a voting booth. Even though the booth is used onlyin a registration phase valid for several votings, it has the added di�culty ofrequiring private communication lines to each candidate. As a consequence,the authors declare their protocol as clearly impractical. The scheme in (Sakoet al. 1995) requires the existence of an untappable private channel |a physi-cally untappable channel; cryptographic implementations do not su�ce|. Inaddition some 
aws have been described in (Michels et al. 1996).Note that all solutions presented above are based on physical assumptions,not far from those encountered in traditional elections. Voters are requiredto cast their votes from a physically isolated voting booth or to use untap-pable communication channels. Note that the latter also forces the voter tobe located at some particular place. Such physical assumptions do not �t wellwith the notion of practical electronic voting schemes to be utilized over com-puter networks. In particular, the mobility of voters is clearly not considered.In fact, the only advantage gained over traditional methods is the incrementof both speed and ease during the ballot counting process. Nonetheless, thiscan also be reached just by changing the traditional paper-based ballots bymagnetic card ballots read by an electronic ballot box.Ideally, in a network-based election system, voters should be able to votefrom any point, thus removing the presence of voting booths. Clearly, if usersare able to vote from any computer connected to the network, there is noway to prevent coercers watching the voters at the moment they vote. Totaluncoercibility requires indeed the voter to be properly identi�ed and physicallyisolated from outsiders during the voting phase (or part of it). Our goal is not



The environment 3to prevent such attacks but to prevent the user from obtaining a receipt of hervote. Note that a receipt in the hands of the voter represents a more powerfulthreat. Massive coercions or vote buyings can only take place if a huge numberof receipts are received through the network and processed o�-line.In this paper we assume a completely distributed voting scenario with norestrictions on the mobility of voters. We propose a voting protocol whichremoves the existence of receipts in the hands of the voter (and thus thepossibility of massive coercion), while at the same time allowing voters toverify the correctness of the tally. If a valid vote has not been counted, thecorresponding voter is able to do an open objection (Sako 1994), i.e. she canprovide a Trusted Third Party (TTP) with evidence of the forgery with noneed to reveal the vote cast. The same TTP is also involved to avoid a kindof attack against our protocol, stopping it at a certain step. In that case,the TTP acts as an arbitrator forcing the voter and the collecting centre toproperly �nish the protocol.The strength of our method relies on the use of tamper-resistant smart-cards which are able to keep some information secret even to the owner. Notethat the presence of smartcards in security protocols is currently increasing.Actually, it can be assumed that in a near future every citizen will have herown smartcard(s) which will be used indistinctly to digitally sign documents,do electronic commerce, or vote through computer networks.The rest of the paper is structured as follows. Section 2 outlines the environ-ment in which the protocol is operated and some related general procedures.Section 3 provides a detailed description of the protocol itself, step by step.In section 4 we discuss the security o�ered, and the problems risen when theprotocol is suddenly stopped. Finally, in section 5 some concluding remarksare given.2 THE ENVIRONMENTWe assume our protocol is operated using the environmental characteristicspointed out in (Borrell et al. 1996). In this way, voters establish secret andauthentic communication channels with the collecting centre, through an au-thenticated key exchange (Di�e et al. 1992) using a local area network andthe certi�cation facilities provided by an independent cryptographic infras-tructure. The system does not make use of any anonymous channel. The col-lecting centre is operated by a full electoral board. The use of a secret sharingscheme removes the possibility of dishonest members of the board a�ectingthe voting.Our protocol makes use of a Trusted Third Party (TTP). In a local scaleballot, the needed TTP must be newly de�ned. However, in large scale electionsystems as de�ned in (Riera et al. 1997), a hierarchy of voting authorities isinvolved and therefore some of them could easily be used as TTP.The election process can be divided in the following phases:



4 An uncoercible veri�able electronic voting protocol1. Registration phase: In this �rst phase, every voter has to be provided with asmartcard holding her own private key. The correspondent public key mustbe properly certi�ed and the certi�cate published in a public directory.2. Elaboration of the electoral roll: This phase takes no action from voters.The authority on charge of the election elaborates the electoral roll andpublishes it. There should be a certain period of time to allow voters tomake objections if they so wish.3. Voting phase: During the voting phase, voters execute the voting protocolas described in section 3.4. Counting phase: Ballots are counted and the tally is published. Voters canverify that their votes have been properly added to the tally. They areable to prove forgeries on the tally and to do open objections, but it is notpossible for them to collude with a vote buyer or to be coerced.3 OUTLINE OF THE PROTOCOL3.1 NotationThe following notation is employed in the presentation of the proposed pro-tocol:� V: Voter.� SC: Voter's smartcard.� CC: Collecting centre.� TTP: Trusted third party.� PIN: The secret Personal Identi�cation Number required to activate thevoter's smartcard.� STS: Mutual authentication and authenticated key exchange protocol.� Puser and Suser: The asymmetric key pair (respectively, the public key andprivate key) used by user.� cert(Puser): The certi�cate of public key Puser .� M1 j M2: Concatenation of messages M1 and M2.� Suser(M): The digital signature of message M performed with the privatekey of user. For our purposes, Suser(M) will comprise both M in clear,and the result of the signature operation over a digest of M .� K: A key for a symmetric cipher.� EK(M): The symmetric encryption of message M using key K.� vote: A data string which can uniquely identify one of the voting options.To avoid guessing attacks vote should be randomly chosen among a largeset of valid values for each voting option.� ident: A data string identifying the election.



Outline of the protocol 53.2 DescriptionThe protocol is outlined in Figure 1. Once the voter activates her smartcardby providing the correct PIN, a secret and authentic communication is es-tablished between the smartcard (on behalf of the voter) and the collectingcentre. This is done by means of the STS protocol (Di�e et al. 1992), whichends up with the two parties being authenticated and sharing a common se-cret session key. Such key will be used to encrypt all the subsequent steps ofthe protocol (although we have not represented this encryption in Figure 1).In step one, the smartcard is provided with the string ident which will beused in later steps of the protocol. The smartcard receives also the publickey generated by the TTP, PTTP . The accompanying certi�cate assures theauthenticity of this key. By receiving the key PTTP , the smartcard is informedthat the election has been e�ectively started. At the end of the voting phasethe private key STTP will be published. As a consequence, the TTP has togenerate a new asymmetric key pair before each election takes place. In fact,the TTP used by our protocol does not need to have a permanent nature.It can be constituted just before each election and put out of order after theelection ends.After the smartcard has securely stored the received PTTP , it is ready toaccept, in step two, the vote from the voter (in fact, from her user agent or vot-ing program). The vote is then not immediately sent in clear to the collectingcentre because this could lead to selective receipt (i.e. the centre could acceptonly certain ballots and reject others). Instead, in step three, a vote-tag as de-�ned in (Sako 1994) is sent to the centre, together with an encrypted versionof the vote. In this way, the vote remains secret to the collecting centre untilstep �ve, when it receives the symmetric key K used in the encryption. As in(Sako 1994), we use a public asymmetric key PSC as vote-tag. The collectingcentre has to certify (sign) this vote-tag without knowing which has actuallybeen the vote cast. In fact, the collecting centre signs the received vote-tagtogether with a string identifying the election (ident) to avoid possible replayattacks from the voter in further elections. In step four, the collecting centresends to the smartcard this whole data structure, SCC(PSC j ident). It rep-resents the receipt which will allow the voter to verify that her vote has beenproperly counted, after the publication of the tally. The collecting centre willnot be able to tamper the vote because it is signed with the private key SSCcorrespondent to the certi�ed vote-tag. Key SSC will always remain unknownto everybody. In fact, even the smartcard will have no knowledge of this key,because it will e�ectively be erased from its memory after the execution ofthe protocol. The use of vote-tags allows also to perform open objections tothe tally. This means that if the vote is not properly counted, the voter willbe able to make a complaint without revealing in which way she voted.In step �ve, the smartcard replies with the secret key K. This allows thecentre to decrypt the vote. The centre veri�es the signature made with SSC ,



6 An uncoercible veri�able electronic voting protocol
VOTER SMARTCARD COLLECTINGCENTRE-PIN � -STS using SV and SCCstep 1 � ident; PTTP ; cert(PTTP )stores PTTPstep 2 -votegenerates PSC , SSC and Kstep 3 -SV (PSC j ident j EK(SSC(vote j ident)))step 4 � SCC(PSC j ident)stores SCC(PSC j ident)step 5 -Kstep 6 � SCC(V j ident) � SCC(V j ident)erases PSC , SSC and KEND OF VOTING PROTOCOL FOR THIS VOTER���END OF VOTING PHASE: STTP is publishedThe voter obtains the receipt stored within the smartcard-STTPchecks STTP with the stored PTTP� SCC(PSC j ident)Figure 1 Outline of the voting protocol.



Discussion 7using public veri�cation key PSC . If the signature checking process fails, orthe string ident accompanying vote does not match that one present outsidethe encrypted portion of data, this is reported to the TTP. The collectingcentre can prove to the TTP the malfunctioning of the smartcard becausePSC , ident and EK(SSC(vote j ident)) are signed together with SV .In step six, the collecting centre sends to the smartcard a further receiptwhich only provides proof that the voter has really voted (it only containsvoter's identi�cation and the election's identi�er). Since it has no use for acoercer, this second receipt can be directly forwarded to the voter.At the end of the voting protocol, the smartcard destroys the private keySSC . If not eliminated, such key could be used to prove, after the publicationof the tally, which vote corresponds to that particular voter. The smartcarderases also the public key PSC and the symmetric key K.3.3 Publication of the tallyDuring the voting phase, the described voting protocol is executed by thecollecting centre and every voter. At the end of the voting phase, the collectingcentre stops accepting ballots. The counting process is initiated and the �naltally is published according to the format shown in Figure 2.After the publication of the tally, the TTP publishes its private key STTP .The smartcard receives this key from the user. After verifying that PTTPand STTP are a correct asymmetric pair, the smartcard is convinced that theelection has really ended and the tally is already published. At this point, thesmartcard can give the stored receipt to the voter, who can use it to verifythe presence of her vote in the tally, as we will see in next section.4 DISCUSSIONClearly, given the scheme depicted in previous section, the collecting centre isunable to tamper the tally without being detected. In other words, our votingprotocol is veri�able. We will see that the collecting centre is unable to modifyor to remove from the tally any of the received ballots.First, if the collecting centre omitted a ballot in the tally, this can be de-tected by the a�ected voter. Every voter just has to look in the tally for thepublic key PSC included in the receipt obtained from her smartcard (last partof Figure 1). If PSC does not appear in the tally, the voter can do an openobjection, showing the receipt SCC(PSC j ident) to the TTP.The second possibility of fraudulent construction of the tally consists of themodi�cation of a vote, while keeping intact the corresponding original vote-tag in the tally. This could only be possible if the collecting centre was able tobreak the underlying digital signature mechanism. This possibility is rejectedbecause it can be considered unlikely within a short period of time.



8 An uncoercible veri�able electronic voting protocol
PSC SCC(PSC j ident) vote SSC(vote j ident)����Figure 2 Format of the published tally.After discussing the veri�ability of our protocol, we turn now to its unco-ercibility. Uncoercibility relies on the fact that the receipt SCC(PSC j ident)is secretly stored within the smartcard during the voting phase. It is there-fore essential to provide the voter with the receipt (i.e. to broadcast STTP )only after the tally has already been published. Given the structure de�ned inFigure 2, to publish the tally actually means also to make public all receipts.In such conditions, the receipt stored in the smartcard has already becomeuseless to a coercer. Actually, it could be retrieved from the tally by anyone.In previous paragraphs we have assumed that both parties (voter and col-lecting centre) execute properly the protocol until its end. In fact, the protocolcan be attacked just by stopping its execution at a certain step. The discussionfocuses now on these cases, going on detail through all the possible points atwhich the protocol could be stopped:1. Before step four the voter has not received the receipt SCC(PSC j ident)yet. This means she is not able to prove anything and therefore a dishonestvoter does not have any reason to stop the protocol. By the same way,before receiving the key K in step �ve, the collecting centre does not knowthe real contents of the data received in step three (i.e. the vote cast).Therefore, a malicious centre is not able to do selective receipt yet.2. After step four, the voter is in a privileged position since her smartcardhas already been provided with the receipt, but the collecting centre stillhas no knowledge of the key K. If the voter stops the protocol at thismoment, she prevents the collecting centre from decrypting the vote. Givensuch conditions, a dishonest voter could use the receipt to do a fraudulentobjection after the publication of the tally.3. After step �ve, once the collecting centre has received K, it is able todecrypt the received ballot. Therefore at this point selective receipt couldbe done by a dishonest centre. However, we have seen previously how thiscan be e�ectively detected and proved to the TTP using the receipt kept inthe smartcard of the voter. Another chance for a malicious collecting centretrying to do selective receipt is to falsely state that it has not received K(i.e. that the voter has stopped the protocol after step four).



Conclusions 9Given this line of argument, it is clear the only possible attacks come eitherfrom a dishonest voter who stops the protocol after step four or from thecollecting centre who falsely states that fact. Also in these cases the contentionwill be resolved by the TTP. However, we will see that this time the roleplayed by the TTP must be completely di�erent. (Zhou et al. 1996) givesa typi�cation of the distinct roles of TTPs. We are interested in the caseof adjudicators and delivery authorities. An adjudicator is not involved in aprotocol unless there is a dispute and a request for arbitration. In such casesthe adjudicator is able to state a judgment, based on the evidence providedby disputing parties. In contrast, a delivery authority is always used everytime the protocol is executed. The TTP stands between both parties, actingas a forwarding entity. No messages are sent directly from one party to theother, but they are rather always delivered through the TTP.In our case, we have seen that voters can do objections if the tally has beenforged. They are able to provide evidence of the fraud to the TTP, whichtherefore acts as an adjudicator. However, if the collecting centre states thatthe voter has stopped the protocol after step four, it is really di�cult for anadjudicator to take a decision. It is not clear how the TTP can establish thatthe collecting centre really obtained K, other than by accepting voter's wordthat K was sent, and assuming that the network delivered the message. Bythe same way, to establish that the centre really did not receive K implies toaccept centre's word. For this reason, provided that there is this kind of disputeduring the execution of the protocol, the role of the TTP changes to becomea delivery authority. In other words, the TTP stands between the voter andthe collecting centre, acting as a forwarding entity. In such con�guration, theTTP is able to detect if either the voter is really stopping the protocol or thecollecting centre is trying to do selective receipt. In the �rst case, the voter isconsidered to cast a null ballot. In the second case, the election is cancelledby the TTP. If the TTP is not able to act as a delivery authority because,when required, one of the parties does not respond, then the TTP takes thesame decision as before.5 CONCLUSIONSWe have adopted a practical approach to the receipt-freeness property ofelectronic voting schemes, substituting the traditional use of voting booths bytamper-resistant smartcards. We have presented an uncoercible and veri�ablevoting protocol in which the mobility of voters is not restricted in any way.Our voting protocol uses a trusted third party to ensure the correctness ofthe tally. However, the TTP is required only if either the collecting centreperforms a fraudulent construction of the tally, or the protocol is suddenlystopped. In both cases, the TTP can easily detect the cheater. This leads tothe conclusion that cheating is strongly discouraged.



10 An uncoercible veri�able electronic voting protocolREFERENCESBenaloh, J. and Tuinstra, D. (1994) Receipt-Free Secret-Ballot Elections, inSTOC'94, 544{553.Borrell, J. and Rif�a, J. (1996) An Implementable Secure Voting Scheme. Com-puters & Security, 15, 327{338.Cranor, L.F. and Cytron, R.K. (1996) Design and Implementation of a Prac-tical Security-Conscious Electronic Polling System. Washington Uni-versity Report WUCS-96-02.Di�e, W. and Van Oorschot, P.C. and Wiener, M.J. (1992) Authenticationand Authenticated Key Exchanges. Designs, Codes and Cryptography,2, 107{125.Michels, M. and Horster, P. (1996) Some Remarks on a Receipt-Free andUniversally Veri�able Mix-Type Voting Scheme, in ASIACRYPT'96,LNCS 1163 (Springer-Verlag), 125{132.Niemi, V. and Renvall, A. (1994) How to Prevent Buying of Votes in ComputerElections, in ASIACRYPT'94, LNCS 917 (Springer-Verlag), 141{148.Riera, A. and Borrell, J. and Rif�a, J. (1997) Large Scale Elections by Coor-dinating Electoral Colleges, in IFIP SEC'97, Information Security inResearch and Business (Chapman&Hall), 349{362.Sako, K. (1994) Electronic Voting Scheme Allowing Open Objection to theTally. IEICE Transactions on Fundamentals of Electronics, Commu-nications and Computer Sciences Vol.E77-A, 1, 24{30.Sako, K. and Kilian, J. (1995) Receipt-Free Mix-Type Voting Scheme, in EU-ROCRYPT'95, LNCS 921 (Springer-Verlag), 393{403.Zhou, J. and Gollmann, D. (1996) Observations on Non-Repudiation, in ASI-ACRYPT'96, LNCS 1163 (Springer-Verlag), 133{144.6 ACKNOWLEDGMENTS AND BIOGRAPHYThis work has been partially supported by the Spanish Government Commis-sion CICYT through its project TEL97-0663.The authors are members of the Combinatorics and Digital CommunicationGroup at the Autonomous University of Barcelona.Andreu Riera (Manresa, 1970) obtained the graduate degree in ComputerScience in 1993 at the AUB. Since then he is working towards the Ph.D. degreein Computer Science in the �eld of Security Protocols.Joan Borrell (Girona, 1965) obtained the graduate degree and the Ph.D.degree in Computer Science, in 1989 and 1996, respectively, at the AUB.Josep Rif�a (Manlleu, 1951) obtained the graduate degree in Mathemat-ics at the University of Barcelona in 1973. He obtained the Ph.D. degree inComputer Science in 1987 at the AUB.


