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Abstract
In this paper we present a verifiable voting protocol which removes the pos-
sibility of massive coercion or vote buying. In contrast with other previous
proposals, in our protocol the mobility of voters is not restricted in any way,
keeping the voting scheme as a real network application. This is achieved
through the use of tamper-resistant smartcards and the involvement of a
Trusted Third Party.
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1 INTRODUCTION

The single problem of building secure electronic voting schemes is of great
complexity. Many topics are involved in order to guarantee the desired level
of security. (Cranor et al. 1996) lists four essential core properties that are
desirable in almost any election system:

® Accuracy: A system is accurate if (1) it is not possible for a vote to be
altered, (2) it is not possible for a validated vote to be eliminated from the
final tally, and (3) it is not possible for an invalid vote to be counted in the
final tally.

® Democracy: A system is democratic if (1) it permits only eligible voters to
vote, and (2) it ensures that each eligible voter can vote only once.

® Privacy: A system is private if (1) neither election authorities nor anyone
else can link any ballot to the voter who cast it, and (2) no voter can prove
that she voted in a particular way.

® Verifiability: A system is verifiable if voters can independently verify that
their votes have been counted correctly.
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Recalling the second privacy factor, note that it does not only allow the
secret of the votes. In fact, votes are also required to stay secret. Such property
was firstly introduced in (Benaloh et al. 1994) and named uncoercibility. Voters
can be coerced basically in two ways. Either votes may be bought or voters
may be intimidated in order to cast a particular vote. Both processes require
the voter to prove the coercer in which way she voted. This is straightforward
in almost all electronic voting schemes due to the receipts given at voting time
by the collecting centre to voters in order to ensure the verifiability of the tally
(fourth core property). A voter uses her receipt to prove forgeries on the tally
if her vote has not been properly counted. However, the same receipt can also
be used by a coercer or vote buyer to obtain proof of the vote cast. Therefore,
in some way, uncoercibility and verifiability are opposite properties.

Receipt-free systems are uncoercible. Obviously, if the voter does not ob-
tain any proof of the vote cast, there is no possibility for a third party to
coerce the voter with certainty of success. Receipt-freeness of electronic vot-
ing schemes has been studied in (Benaloh et al. 1994), (Niemi et al. 1994),
and (Sako et al. 1995). The solution offered in (Benaloh et al. 1994) is based
on the existence of a physically protected voting booth. While the voter is in
the voting booth, she is physically separated from outsiders and she cannot
write to any channels, public or private. The protocol outlined in (Niemi et
al. 1994) also requires a voting booth. Even though the booth is used only
in a registration phase valid for several votings, it has the added difficulty of
requiring private communication lines to each candidate. As a consequence,
the authors declare their protocol as clearly impractical. The scheme in (Sako
et al. 1995) requires the existence of an untappable private channel —a physi-
cally untappable channel; cryptographic implementations do not suffice—. In
addition some flaws have been described in (Michels et al. 1996).

Note that all solutions presented above are based on physical assumptions,
not far from those encountered in traditional elections. Voters are required
to cast their votes from a physically isolated voting booth or to use untap-
pable communication channels. Note that the latter also forces the voter to
be located at some particular place. Such physical assumptions do not fit well
with the notion of practical electronic voting schemes to be utilized over com-
puter networks. In particular, the mobility of voters is clearly not considered.
In fact, the only advantage gained over traditional methods is the increment
of both speed and ease during the ballot counting process. Nonetheless, this
can also be reached just by changing the traditional paper-based ballots by
magnetic card ballots read by an electronic ballot box.

Ideally, in a network-based election system, voters should be able to vote
from any point, thus removing the presence of voting booths. Clearly, if users
are able to vote from any computer connected to the network, there is no
way to prevent coercers watching the voters at the moment they vote. Total
uncoercibility requires indeed the voter to be properly identified and physically
isolated from outsiders during the voting phase (or part of it). Our goal is not
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to prevent such attacks but to prevent the user from obtaining a receipt of her
vote. Note that a receipt in the hands of the voter represents a more powerful
threat. Massive coercions or vote buyings can only take place if a huge number
of receipts are received through the network and processed off-line.

In this paper we assume a completely distributed voting scenario with no
restrictions on the mobility of voters. We propose a voting protocol which
removes the existence of receipts in the hands of the voter (and thus the
possibility of massive coercion), while at the same time allowing voters to
verify the correctness of the tally. If a valid vote has not been counted, the
corresponding voter is able to do an open objection (Sako 1994), i.e. she can
provide a Trusted Third Party (TTP) with evidence of the forgery with no
need to reveal the vote cast. The same TTP is also involved to avoid a kind
of attack against our protocol, stopping it at a certain step. In that case,
the TTP acts as an arbitrator forcing the voter and the collecting centre to
properly finish the protocol.

The strength of our method relies on the use of tamper-resistant smart-
cards which are able to keep some information secret even to the owner. Note
that the presence of smartcards in security protocols is currently increasing.
Actually, it can be assumed that in a near future every citizen will have her
own smartcard(s) which will be used indistinctly to digitally sign documents,
do electronic commerce, or vote through computer networks.

The rest of the paper is structured as follows. Section 2 outlines the environ-
ment in which the protocol is operated and some related general procedures.
Section 3 provides a detailed description of the protocol itself, step by step.
In section 4 we discuss the security offered, and the problems risen when the
protocol is suddenly stopped. Finally, in section 5 some concluding remarks
are given.

2 THE ENVIRONMENT

We assume our protocol is operated using the environmental characteristics
pointed out in (Borrell et al. 1996). In this way, voters establish secret and
authentic communication channels with the collecting centre, through an au-
thenticated key exchange (Diffie et al. 1992) using a local area network and
the certification facilities provided by an independent cryptographic infras-
tructure. The system does not make use of any anonymous channel. The col-
lecting centre is operated by a full electoral board. The use of a secret sharing
scheme removes the possibility of dishonest members of the board affecting
the voting.

Our protocol makes use of a Trusted Third Party (TTP). In a local scale
ballot, the needed TTP must be newly defined. However, in large scale election
systems as defined in (Riera et al. 1997), a hierarchy of voting authorities is
involved and therefore some of them could easily be used as TTP.

The election process can be divided in the following phases:
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. Registration phase: In this first phase, every voter has to be provided with a

smartcard holding her own private key. The correspondent public key must
be properly certified and the certificate published in a public directory.
Elaboration of the electoral roll: This phase takes no action from voters.
The authority on charge of the election elaborates the electoral roll and
publishes it. There should be a certain period of time to allow voters to
make objections if they so wish.

Voting phase: During the voting phase, voters execute the voting protocol
as described in section 3.

Counting phase: Ballots are counted and the tally is published. Voters can
verify that their votes have been properly added to the tally. They are
able to prove forgeries on the tally and to do open objections, but it is not
possible for them to collude with a vote buyer or to be coerced.

OUTLINE OF THE PROTOCOL

3.1 Notation

The following notation is employed in the presentation of the proposed pro-

tocol:

® V: Voter.

® SC: Voter’s smartcard.

® (CC: Collecting centre.

® TTP: Trusted third party.

® PIN: The secret Personal Identification Number required to activate the
voter’s smartcard.

® STS: Mutual authentication and authenticated key exchange protocol.

® P, and Syser: The asymmetric key pair (respectively, the public key and
private key) used by user.

® cert(Pyser): The certificate of public key Pyser-

® M, | My: Concatenation of messages M; and M.

® S, scr(M): The digital signature of message M performed with the private
key of user. For our purposes, Syser(M) will comprise both M in clear,
and the result of the signature operation over a digest of M.

® K: A key for a symmetric cipher.

® Fi(M): The symmetric encryption of message M using key K.

® vote: A data string which can uniquely identify one of the voting options.
To avoid guessing attacks vote should be randomly chosen among a large
set of valid values for each voting option.

® jdent: A data string identifying the election.
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3.2 Description

The protocol is outlined in Figure 1. Once the voter activates her smartcard
by providing the correct PIN, a secret and authentic communication is es-
tablished between the smartcard (on behalf of the voter) and the collecting
centre. This is done by means of the STS protocol (Diffie et al. 1992), which
ends up with the two parties being authenticated and sharing a common se-
cret session key. Such key will be used to encrypt all the subsequent steps of
the protocol (although we have not represented this encryption in Figure 1).

In step one, the smartcard is provided with the string ident which will be
used in later steps of the protocol. The smartcard receives also the public
key generated by the TTP, Prrp. The accompanying certificate assures the
authenticity of this key. By receiving the key Prrp, the smartcard is informed
that the election has been effectively started. At the end of the voting phase
the private key Sprp will be published. As a consequence, the TTP has to
generate a new asymmetric key pair before each election takes place. In fact,
the TTP used by our protocol does not need to have a permanent nature.
It can be constituted just before each election and put out of order after the
election ends.

After the smartcard has securely stored the received Prrp, it is ready to
accept, in step two, the vote from the voter (in fact, from her user agent or vot-
ing program). The vote is then not immediately sent in clear to the collecting
centre because this could lead to selective receipt (i.e. the centre could accept
only certain ballots and reject others). Instead, in step three, a vote-tag as de-
fined in (Sako 1994) is sent to the centre, together with an encrypted version
of the vote. In this way, the vote remains secret to the collecting centre until
step five, when it receives the symmetric key K used in the encryption. As in
(Sako 1994), we use a public asymmetric key Psc as vote-tag. The collecting
centre has to certify (sign) this vote-tag without knowing which has actually
been the vote cast. In fact, the collecting centre signs the received vote-tag
together with a string identifying the election (ident) to avoid possible replay
attacks from the voter in further elections. In step four, the collecting centre
sends to the smartcard this whole data structure, Scc(Psc | ident). It rep-
resents the receipt which will allow the voter to verify that her vote has been
properly counted, after the publication of the tally. The collecting centre will
not be able to tamper the vote because it is signed with the private key Ss¢
correspondent to the certified vote-tag. Key Sgc will always remain unknown
to everybody. In fact, even the smartcard will have no knowledge of this key,
because it will effectively be erased from its memory after the execution of
the protocol. The use of vote-tags allows also to perform open objections to
the tally. This means that if the vote is not properly counted, the voter will
be able to make a complaint without revealing in which way she voted.

In step five, the smartcard replies with the secret key K. This allows the
centre to decrypt the vote. The centre verifies the signature made with Ss¢,
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checks Strp with the stored Prrp

Sco (PSC | ident)

Figure 1 Outline of the voting protocol.
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using public verification key Psc. If the signature checking process fails, or
the string ident accompanying vote does not match that one present outside
the encrypted portion of data, this is reported to the TTP. The collecting
centre can prove to the TTP the malfunctioning of the smartcard because
Psc, ident and Ek (Ssc(vote | ident)) are signed together with Sy .

In step six, the collecting centre sends to the smartcard a further receipt
which only provides proof that the voter has really voted (it only contains
voter’s identification and the election’s identifier). Since it has no use for a
coercer, this second receipt can be directly forwarded to the voter.

At the end of the voting protocol, the smartcard destroys the private key
Ssc. If not eliminated, such key could be used to prove, after the publication
of the tally, which vote corresponds to that particular voter. The smartcard
erases also the public key Psc and the symmetric key K.

3.3 Publication of the tally

During the voting phase, the described voting protocol is executed by the
collecting centre and every voter. At the end of the voting phase, the collecting
centre stops accepting ballots. The counting process is initiated and the final
tally is published according to the format shown in Figure 2.

After the publication of the tally, the TTP publishes its private key Sprp.
The smartcard receives this key from the user. After verifying that Prrp
and Sprp are a correct asymmetric pair, the smartcard is convinced that the
election has really ended and the tally is already published. At this point, the
smartcard can give the stored receipt to the voter, who can use it to verify
the presence of her vote in the tally, as we will see in next section.

4 DISCUSSION

Clearly, given the scheme depicted in previous section, the collecting centre is
unable to tamper the tally without being detected. In other words, our voting
protocol is verifiable. We will see that the collecting centre is unable to modify
or to remove from the tally any of the received ballots.

First, if the collecting centre omitted a ballot in the tally, this can be de-
tected by the affected voter. Every voter just has to look in the tally for the
public key Ps¢ included in the receipt obtained from her smartcard (last part
of Figure 1). If P does not appear in the tally, the voter can do an open
objection, showing the receipt Scc(Psc | ident) to the TTP.

The second possibility of fraudulent construction of the tally consists of the
modification of a vote, while keeping intact the corresponding original vote-
tag in the tally. This could only be possible if the collecting centre was able to
break the underlying digital signature mechanism. This possibility is rejected
because it can be considered unlikely within a short period of time.



8 An uncoercible verifiable electronic voting protocol

Psc Scc(Psc | ident) vote Ssc(vote | ident)

Figure 2 Format of the published tally.

After discussing the verifiability of our protocol, we turn now to its unco-
ercibility. Uncoercibility relies on the fact that the receipt Sco(Pse | ident)
is secretly stored within the smartcard during the voting phase. It is there-
fore essential to provide the voter with the receipt (i.e. to broadcast Sprp)
only after the tally has already been published. Given the structure defined in
Figure 2, to publish the tally actually means also to make public all receipts.
In such conditions, the receipt stored in the smartcard has already become
useless to a coercer. Actually, it could be retrieved from the tally by anyone.

In previous paragraphs we have assumed that both parties (voter and col-
lecting centre) execute properly the protocol until its end. In fact, the protocol
can be attacked just by stopping its execution at a certain step. The discussion
focuses now on these cases, going on detail through all the possible points at
which the protocol could be stopped:

1. Before step four the voter has not received the receipt Scc(Psc | ident)
yet. This means she is not able to prove anything and therefore a dishonest
voter does not have any reason to stop the protocol. By the same way,
before receiving the key K in step five, the collecting centre does not know
the real contents of the data received in step three (i.e. the vote cast).
Therefore, a malicious centre is not able to do selective receipt yet.

2. After step four, the voter is in a privileged position since her smartcard
has already been provided with the receipt, but the collecting centre still
has no knowledge of the key K. If the voter stops the protocol at this
moment, she prevents the collecting centre from decrypting the vote. Given
such conditions, a dishonest voter could use the receipt to do a fraudulent
objection after the publication of the tally.

3. After step five, once the collecting centre has received K, it is able to
decrypt the received ballot. Therefore at this point selective receipt could
be done by a dishonest centre. However, we have seen previously how this
can be effectively detected and proved to the TTP using the receipt kept in
the smartcard of the voter. Another chance for a malicious collecting centre
trying to do selective receipt is to falsely state that it has not received K
(i.e. that the voter has stopped the protocol after step four).
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Given this line of argument, it is clear the only possible attacks come either
from a dishonest voter who stops the protocol after step four or from the
collecting centre who falsely states that fact. Also in these cases the contention
will be resolved by the TTP. However, we will see that this time the role
played by the TTP must be completely different. (Zhou et al. 1996) gives
a typification of the distinct roles of TTPs. We are interested in the case
of adjudicators and delivery authorities. An adjudicator is not involved in a
protocol unless there is a dispute and a request for arbitration. In such cases
the adjudicator is able to state a judgment, based on the evidence provided
by disputing parties. In contrast, a delivery authority is always used every
time the protocol is executed. The TTP stands between both parties, acting
as a forwarding entity. No messages are sent, directly from one party to the
other, but they are rather always delivered through the TTP.

In our case, we have seen that voters can do objections if the tally has been
forged. They are able to provide evidence of the fraud to the TTP, which
therefore acts as an adjudicator. However, if the collecting centre states that
the voter has stopped the protocol after step four, it is really difficult for an
adjudicator to take a decision. It is not clear how the TTP can establish that
the collecting centre really obtained K, other than by accepting voter’s word
that K was sent, and assuming that the network delivered the message. By
the same way, to establish that the centre really did not receive K implies to
accept centre’s word. For this reason, provided that there is this kind of dispute
during the execution of the protocol, the role of the TTP changes to become
a delivery authority. In other words, the TTP stands between the voter and
the collecting centre, acting as a forwarding entity. In such configuration, the
TTP is able to detect if either the voter is really stopping the protocol or the
collecting centre is trying to do selective receipt. In the first case, the voter is
considered to cast a null ballot. In the second case, the election is cancelled
by the TTP. If the TTP is not able to act as a delivery authority because,
when required, one of the parties does not respond, then the TTP takes the
same decision as before.

5 CONCLUSIONS

We have adopted a practical approach to the receipt-freeness property of
electronic voting schemes, substituting the traditional use of voting booths by
tamper-resistant smartcards. We have presented an uncoercible and verifiable
voting protocol in which the mobility of voters is not restricted in any way.

Our voting protocol uses a trusted third party to ensure the correctness of
the tally. However, the TTP is required only if either the collecting centre
performs a fraudulent construction of the tally, or the protocol is suddenly
stopped. In both cases, the TTP can easily detect the cheater. This leads to
the conclusion that cheating is strongly discouraged.
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